Appendix B: Strategic Risks

Current Target
. . . . L . Current risk . Current | Treatment Planned action / future . Target risk .g Target
Ref Risk name Risk description Lead Cause/s Potential impact/consequences Existing control measures in place I risk N L ActionRAG | . ° risk R
likelihood | . risk score (4Ts) mitigation likelihood | . risk score
impact impact
The opportunity to work with health and wider system partners to
. . address long term health issues and deprivation, to raise awareness
The risk of long term health issues on local . . . L . Poor health outcomes; . . . . . .
. N Long term health issues in the local population; Deprivation;Wider N and promote good health, to support the sustainability of local Medium Continue to implement the Medium
BBCO2 Health people; the opportunity to work with health| SD-CHS . X Increased costs to local health services; . . N " . 3 3 Tolerate . . N/A 3 3
determinants of health; Access to services X . health services. Close working with LCC Public Health, VCS and wider 9) Healthy Living Action Plan 9)
partners to address these Unsustainable health services. .
system partners to ensure appropriate support and treatment
measures are carried out.
Struggling/failing local businesses; Stagnating local economy; Lack of
Risk to local businesses, lack of growth, lack N ) o . . ugglt _g/ "ing Y I. g .l s L v . . .
. N . Continuing impact of general wider economic impact on businesses | inward investment; Low skills and aspirations; Low visitor numbers; Town Deal and Levelling Up projects; Emergency Planning Team . . . .
of inward investment and tourism; . . . . . ) . . ) . A Medium Continue to implement the Medium
BBCO3 | Local economy . ED-ED and the local economy; Increasing costs, including fuel costs; Lack of | Future sustainability of the Town Centre - retail, evening economy, | represented on County Wide LRF Group looking at issues of winter 3 3 Tolerate X N/A 3 3
opportunity to encourage growth and . 5 . . . N X . . L . N . (9) Growth and Prosperity Plan (9)
R buses, particularly in rural areas, and increasing costs of travel housing, heritage, culture, leisure, events, car parking; Community pressures / cost of living and industrial action.
stimulate the local economy . . . .
perceptions. Threat to infrastructure, local services and housing
Reduction of government funding;
Reduction in income; " . .
. . X K Medium Term Financial Strategy; Budgetary process; Sound level of
Risk around the long term balancing of the Capital expenditure; Lack of money and lack of certainty going forward; reserves; Continued close monitoring; Continued lobbying regardin, Continued controls, monitorin,
BBCO5 Budget budget with economic and funding ED-F Impact of Internal Drainage Board (IDB) levy; . i . ¥ Boing ’ ’ . . »g, VINg reg: g 4 4 High (16) | Tolerate . e N/A 4 4 High (16)
X . Failure to balance budget in future years the IDB pressure. Savings and Efficiency Plan developed to support and reporting
uncertainty Inflation;
the MTFS
Fuel shortages;
Ukraine conflict
Community Risk Register monitored by the Lincolnshire Resilience
Forum (LRF); Work with partners to assess, monitor, train, plan and
exercise to enable effective response to and recovery from an
incident. Strategic and Tactical Out of Hours duty rota in place.
I . . Failure in service delivery; S&ELCP providing resilience for response and recovery from
Community risks shared across Lincolnshire, e . ) " . . S .
- . . - L . " Impact on local people; emergencies/incidents affecting a single council. Established . Review of battery risk identified .
Civil contingency managed in partnership with the Any incident/emergency that requires a response from the council X . - . . . Medium Medium
BBCO6 . . n . SD-R L . . Reputational damage; Business Continuity Steering Group in place. Partnership Emergency 2 4 Tolerate by ClIr Cantwell underway for N/A 2 4
risks Lincolnshire Resilience Forum (LRF) and as a catergory 1 responder under the civil contingencies act . . . Lo X . . - . (8) N (8)
through SRELCP Detrimental economic impact on business; inability to support Plan in place for the Sub-region. Business Continuity Plans in place reporting in Q1 26/27.
g partners during an incident through LRF structures for all critical services across the S&ELCP. Partnership resilience
manager appointed. Maintenance of service support, plans,
procedures and polices across the S&ELCP to aid resilience and share
learning. PSPS have also aligned BC Plans to S&ELCP. Draft policy
agreed and coming forward for approval in 26/27.
Lack of investment, upgrade and development into infrastructure, . . . . . .
Risks to infrastructure - roads, rail, waste - Pg| L ) P ) Impact on health, the economy and businesses; Sub-regional focus and briefings; Support with the evolution of ideas . . . .
Infrastructure o broadband/digital connectivity, highways/public transport; B L . . . . Medium Continue to implement the Medium
BBCO7 . management, water supply, energy, digital ED-ED . . Opportunity to generate employment and boost living standards; and solutions; Scrutiny Committee looking at the theme of 2 4 Tolerate X N/A 2 4
risks o Increased demand on infrastructure from population growth and ) . . . X (8) Growth and Prosperity Plan (8)
connectivity X N Opportunity to encourage inward investment. highways/public transport.
rapid urbanisation
Escalating costs . .
Onsite lssues Reputational Damage Robust programme and project management; Regular and
. " . . 5 . ] Financial impact structured reporting mechanisms; Robust and effective governance . . . .
Capital Failure to deliver Major capital schemes Grant funding withdrawal . N - X . K . . N Medium Continued robust project Medium
BBCO8 o B ED-PD . " - Failure to deliver council objectives (financial and project); Effective working with partners and 3rd Party 2 3 Tolerate N/A 2 3
Programme within the capital programme Non-compliance of grant funding obligations o . . R e ) . (6) management (6)
- . . ) Reduced ability to secure future funding delivery; Risk transferrance and mitigation; Requesting extra funding
Insufficient Pre-project planning and specs (Brief-Creep) N . "
. prior to project commencement where required
Partners withdrawal
L . . Escalating costs All assets either have compliance contracts in place or local
This risk identifies the need for the council . . . . . X . . . .
General Fund . Onsite Issues Failure to meet statutory requirements in regard to general fund [ contractors with the jobs in hand. Database updated and restructure Continued implementation of
BBCO9 to adhere to all prevailing statutory codes as|  ED-PD . ) . s I o 1 4 Low (4) | Tolerate N/A 1 4 Low (4)
Assets . . Grant funding withdrawal assets in place, with clear roles and responsibilities. Training takes place on asset management strategy
they relate to council assets and functions . . - . .
Non-compliance of grant funding obligations a required basis.
Defence in depth in the form of firewalls, Mimecast and antivirus is
deployed both at the perimeter and the internal Local Area
Network. The ICT team play an active part in the East Midlands
Theft of corporate information WARP (Warning, Advice and Reporting Point) which allow us to have
theft of financial information (eg bank details or payment card early sight of issues being experienced across neighbourin,
The risk of the council's ICT infrastructure The threat landscape across the UK is continuously increasing and ( g pay! ,y. 8 . s . P i s
being severally impact as the result of a appears on the national risk assessment. The Council need to details) Authorities and Agencies. |CT is also a member of the CISP formed Continued robust cyber securit:
BBC10 | Cyber Incident g . v p» . SD-CS PP o 5 N . theft of money by the National Cyber Security Centre, this allows us early awareness 3 5 High (15) | Tolerate . y ¥ N/A 3 5 High (15)
cyber incident, both in terms of downtime constantly adapt in its security mitigation and training to ensure . . . . N and training
" N _ disruption to serrivce provision from the central agency responsible for cyber threats across the UK
of systems and loss of data/information. they are both prepared from a technical and from a people aspect . . N .
loss of business or contract as well as allowing them to monitor our environment to a degree.
loss of trust in customers/residents and partners These mitigations afford ICT awareness of emerging threats. We
have also recently enabled and implemented further cyber security
controls within Mimecast which will ensure further mitigation in this
area is in place.
The Council has a series of resilience arrangements in place through
. . The Council relies heavily on the ICT infrastructure for normal its service provider, PSPS. Work is continuous to ensure these are fit
Technology The loss of ICT impacting upon the business operation. Whilst resilience is built into the environment, for purpose across a range of areas Regular review of resilience
BBC11 | infrastructure organisation to operate effectively and SD-CS Human error, Power failure, Security, Hardware, Link failure " o R . o purp 8 ’ 2 5 High (10) | Tolerate g N/A 2 5 High (10)
X . K . the loss of a service is always possible. Depending on the service arrangements
failure deliver services to residents. . . - . . . . .
lost, the impact could be severe As part of business continuity planning, services consider in detail
how they would continue to operate should an ICT outage occur
The legislation will have an impact on the A SELCP Waste Improvement Programme Board (WIPB) is
way that waste services are delivered, and established and comprises lead members from Neighbourhoods and .
. . . . . . . WIPB reports to SLT (Major
will require operational changes. Changing The Environment Act 2021 allows the UK to enshrine better PSPS services. The WIPB meets monthly for progress updates. A Projects Board) and Cabinet
service delivery requires financial support, environmental protection into law. It provides the Government with . | N Waste Delivery Group is established, and monitors financial impact. J_ . ’ .
. - . N . N Failure to comply with legislation X . Project plan in place. Depot Medium
BBC12 |Environment Act| and although some New Burdens has been SD-N powers to set new binding targets, including for air quality, water, . X A Programme Manager has been recruited to support the WIPB. 4 4 High (16) Treat . 30/06/2026 3 3
N . L N S . N - . Negative effect on climate both locally and globally e . - . R extension agreed to accomodate 9)
made available information is not provided biodiversity, and waste reduction. This will change and impact the Additionally the authorities comprising the Lincolnshire Waste increased vehicles. Review and
on the ongoing New Burgdens revenue way environmental services are currently delivered Partnership work together to identify the impact of the )
. - ) . update every quarter.
funding to meet the additional cost of Environment Act across the county, and make preparations for
service delivery. changes to service delivery.
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. . . . L . Current risk . Current | Treatment Planned action / future . Target risk .g Target
Ref Risk name Risk description Lead Cause/s Potential impact/consequences Existing control measures in place I risk N L ActionRAG | . ° risk R
likelihood | . risk score (4Ts) mitigation likelihood | . risk score
impact impact
Pending Government guidance
Risk has been reviewed and score
reduced in Q2. The government
The UK is undergoing a major overhaul of Q . 8 A
. L . . . . budget has provided a significant
packaging producer responsibility Officers closely follows all policy and practice changes being .
N . ) . - . measure to reduce the risk
legislation, which will transform the way Reforms seek to introduce principles of extended producer implemented by the Government and has responded to relevant . .
Extended . . . S , . . . L . N . around the introduction of the
Producer local authorities receive funding for responsibility (EPR) to the UK’s packaging waste management sector Funding Gaps consultations. This is also being monitored through the countywide Extended Producer Responsibilit
BBC13 Responsibilit household waste collections. This risk SD-N and will, primarily, see the cost burden of collecting householders’ Negative Press Strategic Ofiicer Working Group. Officers are attending Defra 2 2 Low (4) | Tolerate (EPR) scheme b uargnteein v N/A 2 2 Low (4)
p(EPR) v covers the changes this legislation will bring packaging waste shift from local taxpayers to the producers of Budget implications webinars on a regular basis, and taking part in research where £1.1 billion in fL;/ngdin for Ioczi
which will be positive but also important to packaged products relevant. The SLECP Waste Improvement Programme Board is made N . 8
- authorities. This assurance helps
ensure we as an organisation are prepared aware of any updates from Defra. . .
for these changes local councils plan their budgets
ges. effectively. BBC has received
notification of payment for
2025/26 - £946,000
This risk identifies the need for additional - . .
s N o Additional housing developments which means more waste and . T . .
depot capacity to be identified and secured . . Failure to complete rounds; Budget implications; Failure to increase . . - . . . .
. . therefore more resources and vehicles required. Depot at St Johns N N . ) Extension to depot has been identified and lease agreed from 1st Mimimal Extension and budgets required Mimimal
BBC14 Depot to deliver the required food waste SD-N - . garden waste and commercial services, failure to provide a food . 1 2 Tolerate N/A 1 2
. . . Road does not currently have sufficient capacity on the operators ) April 2025. (2) have been agreed. (2)
collection service and meet future housing . . R waste collection
license for future growth or additional vehicles for food waste
growth
Alignment and Delivery Plan in place to help manage the work
programme. Services when bringing forward new initiatives to
consider the capacity required and the need to bid for capacity if it
can't be accommodated within existing resources. Council report
BBC16 Capacit Capacity to deliver the work programme for SD-CS The workload increasing to a point where it becomes unmanageable| Delivery of work programme slipping. Staff wellbeing concerns. templates have a specific section on capacity. Services have been 3 3 Medium Tolerate Continue to monitor the impact N/A 3 3 Medium
pacity the Partnership/Councils within existing staff resources. Disruption to services. Reputation reduced with partners. informed they can bid into the transformation reserve for short (6) of LGR on capacity 9)
term capacity if they have a suitable proposal. Resourcing is tracked
via the Service Director quarterly survey so concerns regarding
capacity can be escalated to Leadership Team. Recent audit which
linked to Capacity, Aims and Priorities gave ‘Adequate Assurance’.
Regular performance reports and monitoring meetings with third
. . " N . This risk relates to the potential for the failure of of a major supplier| In the event of a failure, either in resilience or quality, there are 8 R P P ) 8 s " . o .
Third Party Risk around resilience and quality of service . . s " " . " . . . . parties. Some key partnerships based on open book approach to Medium Continued monitoring and Medium
BBC17 X . . . . . SD-CS of Council services or partners with whom the Council co- likely to be a mix of financial, service delivery and reputational . ) . ) 3 3 3 Tolerate X N/A 3 3
service delivery | delivery arrangements with third parties . . . . . . financial monitoring. Regular contract meetings in place to manage (9) reporting (9)
delivers/enables provision of services and operations impacts to the Council. X . ”
risk. SELCP approach to some contracts provides resilience.
Lack of training
Lack of leadership Staff resources maximised under the Partnership. Working with
. . . . . No resources/budget Failure to meet needs of residents and partners external partners to deliver shared priorities. HR support on . .
. . The risk to service delivery, impacting o h X R X . . Medium Medium
BBC20 | Service Delivery . . SD-CS Communication failure Negative feedback and press coverage recruitment and retention. Training plans. Values & behaviours 2 3 Tolerate N/A 2 3
residents and partners we work with. X R L (6) (6)
Poor performance Reputational damage work; Annual Delivery Plan, Workforce Development, policies, and
Innefective governance procedures.
Lack of learning/feedback
Partnership Health and Safety Working Group in place and reporting
There can be consequences to the organisation's finances and up to the LT — Governance monthly meetings, including updated
The Council has a clear responsibility to both staff and recipients of reputation relating to non-compliance of health and safet olicies and procedures. Outstanding audit actions have been
Health and Risk of failure to comply with Health and . P y N P . P . s . p‘ . v P P s . ) Medium Medium
BBC24 . SD-R services under Health and Safety legislation and needs to effectively requirements. There is also the risk of harm to individuals. completed. Adequate assurance from the latest internal audit 2 3 Tolerate N/A 2 3
Safety Safety requirements . - ; S X (6) (6)
manage its responsibilities. report. Working through the recommendations in line with agreed
action plan. All recommendations due to date have been
implemented.
All employees receive annual online training in data protection.
Arrangements are in place to ensure that the organisation is
compliant with the new General Data Protection Regulation (GDPR)
Increased understanding of the public's right to information means requirement, including lead staff attending training. PSPS also have
. Risk of failure to comply with Information that we have to be fully aware of our legal duties. The increase in | Data protection breaches which can result in significant fines from a lead officer overseeing compliance. An experienced Data Medium Continued monitoring, reporting Medium
BBC25 | Information R SD-LG , . . I N N X . . 2 4 Tolerate - N/A 2 4
Governance and Management requirements data also means we have to be able to manage information more the Information Commissioner's Office. Protection Officer is in place who monitors training, compliance and (8) and training (8)
effectively, including reducing the amount of unnecessary data held. development of policy; also, full assessment of any breaches,
providing recommendations for continual improvement. There is
now additional resilience with two qualified DPOs in place across the
Partnership which allows for cover.
Inability to pass through the 3 gateways in Government's new plan
The South East Lincolnshire Local Plan making requirements due to out of date evidence base, lack of Failure to meet requirements of the new Local Plan-making System
(2019) seeks to support proposals which specialist staff resources, inability to update evidence base, taking (as set out by new Regulations March 2026) Potential Govt Implementation of strong governance processes. Appointment of
assist in the delivery of economic prosperity unsound approach to plan and policy preparation, poor project intervention and loss of local control. Lack of economic growth and planning specialist to act as dedicated Local Plans Timeline now established for new Medium
BBC26 Local Plan and some jobs in Boston across the Plan SD-PSI governance, ineffective co-operation and engagement. Unable to inward investment project/programme manager and provide technical support. 3 4 High (12) Treat plan - commencement by end of | 31/12/2026 3 2 ©)
period. Risk relates to failure to deliver a progress in accordance with demanding 30 month programme, Lack of new jobs and opportunity Monitoring of the Plan policies. Taking of decision on planning 2026
new local plan under the new plan-making Inability to implement Digital First requirements Failure to attact residents from outside of the district. Speculative applications.
system by 2029. Misalignment with development management policies applications and loss of control over development
Local plan out of date
Lead Officer and Deputies identified, with Portfolio Holders engaged.
The Safeguarding Policy and Procedures have been reviewed. The
lead officer liaises regularly with other District Councils and external
agencies. Team leaders identify relevant actions and staff training in
their service plans. Human Resources supports safer recruitment
The Council has statutory duties in relation to safeguarding. Section . l .Vl P 5 .u. upp. o
. . N ) (including DBS checks) and training for officers, volunteers and
. . . . 11 of the Children Act requires a regular audit to assess our capacity " - . . K
Risk of failure to deliver safeguarding N . e . . . N councillors. An incident reporting mechanism is in place to monitor . . - . .
" . to respond appropriately and identify improvements needed. The In relation to non-compliance there are potentially significant i Medium Continued monitoring, reporting Medium
BBC27 | Safeguarding children, young people and vulnerable SD-CHS . . . . . N the Council's responses. 2 4 Tolerate L N/A 2 4
adults responsibilities Council also has statutory duties to safeguard individuals and reputational risks to the Council (8) and training (8)
P communities in relation to the Care Act 2014, the Mental Capacity . . . . .
. . Wellbeing Lincs Service has provided a countywide response and
Act 2005, Modern Slavery Act 2015 and in relation to Prevent. . L .
support service for vulnerable and clinically vulnerable residents.
Safeguarding was a key focus of a report to LCC during the Covid
response. The District Councils and County Council continue to meet
to collaborate and discuss matters around safeguarding policy and
procedures.
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Energy advice demonstrator
funding ends in March 27, action
Impact on Net Zero target (i.e. carbon emissions) not fully evaluated - - .. . . in annual delivery plan to bid for
. L Decisions taken which increase carbon emissions leading to failure . . . . . e .
. . at outset of all projects, decisions and developments and through - Carbon Reduction Action Plan, Partnership Environment Policy and additional funding.
Risk of failure to meet agreed corporate service delivery objectives. to meet Net Zero ambition. Climate Change Strategy approved. Green Home Grants and Ener; There is also planned actions (via
BBC30 | Net Zero target | ambition of Net Zero by 2040 with a 45% SD-R ¥ ob) : . 8 gy_ PP . . o 8y 2 2 Low (4) | Tolerate X P N/A 2 2 Low (4)
X . . . . . . . Advice Demonstrator in delivery. Reporting and Monitoring of ADP) to improve the governance
reduction by 2027 . . . . . Potential reputational risk to authority. Failure to invest in a targeted . . - . .
Financial resourcing required to decarbonise some areas may not be and effective wa progress through Scrutiny Committee. Monitoring delivery of arrangements around reporting
available. Ve projects through Sustainable Warmth Project Management Board. progress towards Net Zero and
refreshing our carbon footprint
through scrutiny committee.
The rapid adoption of Al across council - The impact of Al failure is that organisations can make poor or
N N Poor data, unclear problems, poor governance, or unrealistic L. 3 . . . . . . .
services may outpace governance, leading . . . . unsafe decisions, waste time and money, damage public trust and Al Working Group, risk register, legal review, staff training and . Implementation of "
Al Governance e A expectations, leading to unreliable or biased outputs, wasted . R o . Medium ) . Medium
BBC31 R to unmanaged risks in data privacy, SD-CS . R . reputation, face legal or regulatory challenge, and ultimately commes, regular monitoring by IT and Information Governance 3 3 Treat recommendations from internal | 30/09/2026 2
and Oversight . . . . investment, loss of trust, and increased legal, reputational, and . ) X . K i N (9) R o (6)
compliance, service quality, and public X X ) L . increase risk and inequality rather than improving services and teams. audit ongoing in 26/27.
trust operational risk rather than improved decision-making. outcomes
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